
1 1

Data Protection for 
Landlords

THE LANDLORD LAW 20TH ANNIVERSARY SERIES

TESSA SHEPPERSON



2

This is one of a series of ‘anniversary’ eBooks written to celebrate the 20th anniversary of the 
Landlord Law service at www.landlordlaw.co.uk.

Landlord Law is brought to you by Landlord Law Services Ltd, and written by CEO and solicitor 
Tessa Shepperson.

The law in these ebooks is correct as at 29 November 2021

Copyright © 2021 Teresa Jeanette Gee

https://landlordlaw.co.uk/


2 3

Data Protection is probably one of those things which most ‘ordinary’ landlords won’t even think about.  
And if they do they will probably assume that it does not apply to them.

Unfortunately, it does. 

So this eBook aims to give you some understanding of the issues and what you need to do.  Let’s start by 
looking at some of the terminologies.  

Introduction
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Data Protection Terminology 
One of the problems about reading anything to do with Data Protection is that it is usually stuffed with 
the sort of jargon and legal terminology that make most people’s eyes glaze over.  

However, if we are to discuss data protection we will need to grasp the nettle and look at some of the 
most important definitions. Let’s start with

Personal Data

What is the ‘data’ which needs protection?  It is information that is held by a person or organisation 
about someone (someone alive, the rules do not apply after someone has died).  So, if you are a 
landlord it will be the information you hold about your tenants such as

 ♦ names and addresses

 ♦ people’s ethnic origin (for example as part of the ‘right to rent’ data that you will hold)

 ♦ financial data

 ♦ payment and behaviour history

Some of this will be ‘sensitive’ data which could harm tenants if it was obtained by criminals who could 
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(for example) use it for identity theft crimes. 

Some of this will be ‘sensitive’ data which could harm tenants if it was obtained by criminals who could (for 
example) use it for identity theft crimes. 

The whole point of the data protection legislation is that a person’s data is something valuable and 
important which the people and organisations who hold it must look after and protect.

The Data Protection Personality

There are three types of person (which includes an ‘artificial’ person such as a limited company) involved in 
data protection:

 ♦ The Data Controller  - this is the person (or organisation) that has been given and holds the 
data.  So in a landlord and tenant context, this will normally be the landlord or the letting agent.  The 
Data Controller has the ultimate responsibility for keeping the data safe.

 ♦ The Data Processor - this is someone (or an organisation) that processes or uses the data on 
behalf of the Data Controller.  So for example this can be a mailing company that sends out mailings 
on behalf of a letting agent.

 ♦ The Data Subject-  this is the person whose data is held by the data controller, and (crucially) 
can be identified by it. So if you are a landlord, this will be your tenants, if you are a letting agency, 
this will be the tenants and also the landlords you act for and whose details you hold. 



6

Other Terminology

Here are some other terms commonly used, which you may find confusing.

 ♦ Processing data - you may read this in articles about data protection and wonder what it 
means.  It means holding, taking action with or using the data.  So this will include things like 
sending out mailings or contacting the data subject in some other way.  Or giving their data to 
someone else.  It also includes just holding the data, even if you do not do anything with it.

 ♦ GDPR - you have probably heard of this.  It stands for General Data Protection Regulation 
which is the EU’s agreed standards for data protection which are written into UK law under 
the Data Protection Act 2018.  Meaning that the rules continue to apply in the UK after Brexit.

 ♦ ICO - this stands for the Information Commissioners Officer and they are the organistion 
which regulates and enforces the data protection legislation.  As is normal with this type of 
organisation, they would much rather help people comply with the law than prosecute them 
if they don’t.  But if people persistently fail to comply, then they will take enforcement action - 
and have the power to charge eye-watering fines.

The ICO have a very helpful website at:  https://ico.org.uk/. 

Let’s now take a look at what the data protection rules mean for you if you are a landlord or agent.

 https://ico.org.uk/. 
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If you are a Data Controller, you need to register with the ICO.  This
 involves filling in a form and making an annual payment.  The fee varies
 depending on the size of organisation involved, but for most landlords 
or letting agents will be £40 or £60 per year (less if you pay by direct 
debit).

Many landlords are extremely unhappy about this but unfortunately, if 
you are a landlord you are unlikely to be exempt.  Even if you use a 
letting agent, you will know who your tenants are and will have at least 
some details about them (or you should - it is unwise to allow letting
 agents to manage your property without any supervision or providing
 any information to you at all).  

Note that there are NO exceptions for small businesses.  Even if you just have one property you will 
almost certainly need to register.  Unless perhaps you are a charity or not for profit organisation, or unless 
you do not use computers or hold any electronic information.  

However, on their information page, the ICO say:

I’m a landlord – do I need to pay?

If you are processing personal data for the purpose of producing tenancy agreements/contracts, 

Registration With The ICO

If you want to check 
there is a self-assessment 
questionnaire here.  If you 
want to speak to the ICO 
about this you will find 
details of their telephone 
helpline and live chat on 
their contact page.
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https://ico.org.uk/for-organisations/data-protection-fee/self-assessment/
https://ico.org.uk/for-organisations/data-protection-fee/self-assessment/
https://ico.org.uk/global/contact-us/
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performing credit checks via a credit reference agency on prospective tenants and obtaining 
references. This would require you to pay a data protection fee.

I’m a landlord but have a letting agent to fully manage my property – do I need to pay?

If you are using a letting agent who fully manages the letting of the property and you only receive 
a monthly statement and rent, this would fall under the accounts and records exemption. The 
accounts and records exemption is intended to cover any personal data processed in electronic 
format to provide invoicing and your own accounts.

However, if as a landlord you create a database of potential 
tenants, make any decision to which tenant can rent your 
property and/or you receive electronic copies of tenancy 
agreements then payment of fee is required.

In most cases, it is best just to accept that this needs to be done,
 complete the form, arrange to pay by direct debit (which in most 
cases  will cost you £35 pa, not a large sum) and then you are 
sorted and don’t have to worry about it.  

Note that if you are unhappy about your address being on a public 
register, you can provide a PO Box or alternative address.

Registration is a legal 
obligation and if you DON’T 
register you could be fined.  
You can start the registration 
process here

https://ico.org.uk/for-organisations/data-protection-fee/
https://ico.org.uk/for-organisations/data-protection-fee/
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This is often a vexed question particularly if your tenants want you to delete it.  The answer is that you can 
retain data:

If the data subject has given consent
For example if they have signed up to a mailing list, unless they revoke their consent (ie ask you to delete it) 
unless...

There is a contract. 
Here you are entitled to retain their data as you will need it for the purpose of the tenancy.  You will also be 
entitled to retain relevant date for up to seven years as required by the revenue and also in case you are sued 
on the tenancy, or

If you are required to retain the data by law
For example you will need to keep any right to rent check information so you can produce it to the Home 
Office as required.  Plus, as above, you should retain all financial records for at least seven years as required 
by the Revenue.

So if you are a landlord or letting agent, you should always retain data relating to the tenancy for at least 
seven years (as required by the Revenue) and at least six years after the end of the tenancy (in case your 
tenants should decide to sue you - the limitation period for claims will in most cases be six years).

If your tenants ask you to delete the data during that time, you are entitled to refuse.

 3 How long should you retain your data? 3



10

4 Rights and obligations of Data Controllers 4
Under the GDPR, Data Subjects (ie your tenants) have the following rights:

 ♦ To be informed – this is normally done via a comprehensive privacy notice – which can be 
on your website or can be given to tenants as a separate document

 ♦ Access – people can ask for details of their data that you hold - note that you can no longer 
charge a fee

 ♦ Rectification and erasure – people can ask you to correct  your data and also to remove it 
– unless you have a contractual obligation or legal duty to retain it (eg under the right to rent or 
the tax rules)

 ♦ To restrict or object to processing – eg if they want you to stop mailing them.  You need to 
have a procedure for dealing with these requests

(Note, this is not a complete list but contains the main rights that will affect you).

However, you will be entitled to process (ie use) data in the following circumstances:

 ♦ To perform your duties under a contract – for example in a landlord – tenant situation
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4  ♦ If you are required to do so under law – i.e. carrying out money laundering checks and complying 

with the right to rent rules.

 ♦ If you have a legitimate interest – this is where you need to protect to protect your legitimate 
commercial or other core interests. For example, processing data to carry out repairs to tenanted 
property or asking for details of a person before agreeing to do a viewing in order to protect staff.

 ♦ If you have the person’s specific consent – this is essential for marketing purposes, but not if one 
of the other three reasons above apply

If you have further questions on these issues see the ICO website.
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5Common problems 

Here are a few examples of things you should NOT do

Publish it unlawfully

For example, if you publish a post on Facebook telling the world details about your tenant’s failure 
to pay his rent.  Generally, you should only publish or provide others with a person’s data if you are 
legally obligated to do so or if the tenant has consented.  So be very careful about what you say about 
people.

Withhold it from the authorities or those entitled to receive it

For example, Local Authorities are legally entitled to request information from you as part of their 
duties in enforcing housing law.

Note also that agents should provide landlords with tenant referencing material which they have 
obtained for the purpose of checking a tenant on the landlord’s behalf – as it belongs to the landlord.  
If the agent has neglected to inform the tenant of this, then this is the agent’s problem.  They should 
draft their forms more carefully.
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Fail to protect data properly

For example, leaving a laptop containing customer details without any password protection in a 
taxi.  Or failing to secure data online properly by using an unsafe password (such as ‘mypassword’ 
for example).  Data kept online should be protected by secure passwords and be on a secure server.

Send Confidential Data in an open email

I suspect that this is going to be honoured more in the breach, but be aware that ‘ordinary’ emails 
can easily be hacked by people who know how, and so confidential matters and in particular 
confidential documents should be sent via some other method.
For example via an encrypted email system or by uploading documents to a secure site where the 
recipient can log in and download them.
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If you have not considered how you use people’s data before or if you are a new landlord, then here is 
a fairly basic plan of action for you to follow:

1. Make sure you are registered

As discussed above, if you are a landlord or letting agent – you should already be registered with the 
ICO. If you are not registered, you need to get this done asap – check the ICO website here.

2. Do a list of the type of data that you hold

So, for example, if you are a landlord or letting agent:

 ♦ You will hold personal details about your tenants.

 ♦ If you are a letting agent you will have details about your landlords.

 ♦ You may also hold details about ‘prospects’ eg your mailing list, for example, if you regularly 
send information or promotional emails or letters out to prospective landlords or tenants.

Your obligations and a plan of action 6Your obligations and a plan of action 

https://ico.org.uk/for-organisations/data-protection-fee/
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6 3. Do a list of the places where it is held

You may just hold all the information on your own computer.  But you may also hold some of it in the 
cloud.

For example, electronic newsletters or mailings are often sent out using services such as Aweber, 
Constant Contact or MailChimp. Larger organisations may hold data in Customer Relationship 
Management (CRM) software such as Salesforce or Infusionsoft/Keap.

There will probably (particularly if you are a letting agent) be more than one place where you hold data 
– for example, your CRM software, any separate service used to send out newsletters, your accounts 
software, etc.  You may also use a storage service such as
 Dropbox or OneDrive.

4. Check that those places are GDPR compliant

If data is held online it should be on a secure site and be 
password protected. However, there is more to it than that.
You need to contact your service to find out what they are
doing.

Most of these services are fully aware of the new rules and 
should have a policy statement somewhere. Find out where it 

Remember  – if you 
input people’s data onto 
these services YOU are 
responsible for its safety 
as well as the service 
company.
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is and keep a record of it. Most reputable services will be compliant.

But remember – if you input people’s data onto these services YOU are responsible for its safety as 
well as the service company.

5. Check that, if needed, you have permission from people to use their data in the way that you 
are using it

For example, if Mrs A gave you her email address in connection with her application for a tenancy that 
does not necessarily mean that she gave her permission for you to send marketing mailings to her.

If you are using data from a purchased list to send out marketing emails you need to be very careful. 
Even if you created your mailing list in-house, it may be best to start again from scratch so you can be 
sure that you have everyone’s permission.

Remember that it has to be an active ‘opt-in’. One of the purposes of the GDPR rules is to reduce spam 
and unwanted mailings – so make sure that you can show that everyone on YOUR list has actively 
consented to get your mailings.

There is no need to be too obsessive about obtaining consent for non-marketing purposes though – 
remember that if you are using the data to perform a contract, to comply with your legal obligations 
and/or because you have a legitimate interest, consent is not needed – you just need to notify people 
about how you are using their data.
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6. Do a ‘privacy page’ on your website

If you have a website, you need to have a privacy page which sets out in detail what you do with people’s data 
and inform people what they can do if they want to unsubscribe from your mailings or get their data deleted (if 
appropriate).

For an example, take a look at the ICO privacy notice page here.

Once you have this set up you should link to it from all your mailings, particularly any automatic mailings.

If you don’t have a website then you will need a privacy notice handout which you can give to tenants or pro-
spective tenants.  It will often be a good idea to do this even if you have a website.

7. Appoint a Data Protection Officer

If you are a small firm or one-man band – this will probably be you!

The Data Protection Officer’s job is to monitor compliance, ensure that your employees are informed of their 
duties under the regs, and to be the first point of contact for members of the public contacting you about data 
protection issues, and also the authorities (i.e. the ICO). 

Generally, the Data Protection Officer will be responsible for compliance within your organisation.

They should be someone of reasonable seniority and have the authority to make any necessary charges.

https://ico.org.uk/global/privacy-notice/
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If your organisation is quite large (or even if it is not), you should arrange for your Data Protection 
Officer to have suitable training.

8. Keep a diary or record of actions taken
Use this to record any work you do preparing for compliance with the GDPR so if the ICO contact you 
about a breach you can show them that you are taking it seriously.

9. Answer the ICO GDPR checklist.

You will find this on the ICO website in their GDPR section. Keep a record of your answers and review 
it from time to time.

Maybe keep your answers as part of your diary. Again, it will go to show the ICO that you are taking 
the rules seriously.

Needless to say, take any action which is flagged up by the ICO checklist – do not assume that this 
checklist is the final answer! It is only a starting point.

10. Serve suitable data information notices for example on your tenants and any household 
members.

You do not need permission from your tenants to ‘process’ ie use their data, but you do need to give 
them information.  For example about the data you hold, why and where you are holding it and what 
their rights are. This is best done by providing them with a Data Protection Notice.  
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A short eBook such as this cannot contain everything you need to know but if you follow the guidance 
set out here you should be reasonably safe.

However, the real authority is the Information Commissioners Office and if there is anything you are 
uncertain about you should speak to them.

Further Information:
The ICO website at https://ico.org.uk/

We also have a certain amount of information on Landlord Law for members, including a Data 
Information notice with separate versions for landlords and letting agents.

Plus I am always available on the forum to answer members questions.

Tessa Shepperson
November 2021

Your obligations and a plan of action 7And finally 
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https://landlordlaw.co.uk/

